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Abstract
During a case study we encountered some prob-
lems, which could be solved manually this time,
but pose a grand challenge regarding a generally
applicable methodology.
The case study was about verification and perfor-
mance evaluation of a Fault Tolerant Computer
(FTC) System to be employed in the International
Space Station (ISS). Four different specifications
of the FTC had to be developped for different pur-
poses (chronologically ordered): the informal speci-
fication (Data Flow Diagram), OCCAM code (im-
plementation), a CSP model (deadlock-analysis),
and a GSPN-model for performance evaluation.
Each model has been derived from the predeces-
sors, mostly manually.
This was an enduring and error-prone process, for
which an integrated methodology should be devel-
oped. Why this is urgently necessary, and why this
is a challenge and what steps might lead to a pos-
sible solution, these questions will be answered in
this paper.
1 INTRODUCTION

The deployment of software systems in safety crit-
ical applications necessitates verification of the
functional correctness of software. Thereto, also
the timing specifications and requirements, that in-
fluence/are part of the correct behavior, have to be
taken into account.
In the classical approach, system and software
specification, implementation, behavioral and per-
formance validation are separate activities, result-
ing in one model/formalism for each purpose. This
may lead to inconsistencies and furthermore is a
waste of manpower. Therefore it is desirable to de-
velop a methodology that integrates specification,
implementation, behavioral and performance vali-
dation.
In this paper we motivate the problem by a case
study of a Fault Tolerant Computer system, we dis-
cuss essential features and outline a methodology.
In section 2 we present the case study.
In section 3 we discuss some requirements that we
think are essential for a practically useful method-
ology. Especially, if performance evaluation is con-
sidered and included in the system development
process from the beginning, the task of the mod-
eller can be simplified to a great extent.
2 CASE STUDY

The case study presents throughput analysis of
a Fault Tolerant Computer (FTC), that has
been constructed by DaimlerChrysler Aerospace
(DASA) (formerly Daimler Benz Aerospace) for us-
age in the International Space Station (ISS). The
FTC consists of four redundant identical lanes that
control each other and turn one lane off in case of
different behaviour (fig. 1). This control is done
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Figure 1: Four-lane FTC

with the Byzantine protocol [16]. Each lane con-
sists of Avionics Interface (AVI), Fault Manage-
ment Layer (FML) and Application Layer (AL).
The communication with the rest of the station
takes places via the Avionics Bus System (ABS).
Application software on the AL demands for com-
munication, the FML checks for failures and incon-
sistency, the AVI connects the upper layers to the
bus. This study was concerned with the through-
put of the bus system.
The task was to build a performance model of the
AVI and its environment in order to determine re-
quirements for traffic generation on the AL (rate of
traffic, type of messages, load changes), that opti-
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mize the performance of the ABS. This goal can be
achieved by finding traffic generation characteris-
tics, that guarantee a loss free communication over
the bus system. These traffic characteristics serve
as guideline for the future implementations of ap-
plication software. However, the avoidance of losses
is only a secondary goal, since the case of losses is
considered in the specification of the system and
does not pose a problem.

2.1 Approach

In order to develop a performance model of the
FTC, we have decided to use a formal method
that facilitates modelling of time and quantitative
analysis. One method that offers these features is
the concept of Generalized Stochastic Petri Nets
(GSPN) [1]. Other concepts (e.g. queueing net-
works) have turned out to be not powerful enough
to model the AVI. GSPNs are a formal method
that allows analysis of different quantitative and
qualitative properties of the model (e.g. analysis
of the underlying Markov-chain or P-invariants).
Especially for analysis of the AVI the possibility
of simulating the GSPN is important, since the
state space of the AVI environment model is in-
finite. Nonetheless GSPN represent the structure
of the model in an intelligible graphical way. The
token game (graphical execution of a GSPN) allows
easy validation of the functionality of the model,
and is a very useful interface between model de-
veloper and application experts. The problem is a
missing concept for hierarchy, leading to large and
complex models.
All available descriptions of the software system
have been integrated in the development process of
the GSPN model of the AVI. We have used the top-
down system specification provided by the devel-
oper [4]. The system behaviour is specified on dif-
ferent levels, down to a description in pseudo-code
at the lowest level. From the pseudo-code, OC-
CAM code already has been implemented. A CSP-
abstraction has been derived from the OCCAM-
Code for deadlock analysis [3]. These three specifi-
cations of the system (informal specification, OC-
CAM code, CSP) together with hardware defaults
contain sufficient information about the AVI envi-
ronment to build our GSPN model.
Automatic transformation of the CSP-code into a
generic Petri net as proposed in [9] is not useful
for our problem, the complexity of the AVI CSP-
code would result in a Petri net being too large for
an analysis. Furthermore the CSP code does not
contain enough information for the performance
model, the scheduling and message generation is
missing for example.
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Figure 2: Overview of components

2.1.1 Building the GSPN Model

In order to build a GSPN model out of the specifi-
cations for the FTC, the first step is to understand
the model (since we have not been involved in the
development of the system specification) and find
the crucial elements, that interact with the AVI
and form its environment. In this phase the hier-
archy in the informal specification is very helpful.
On the upper levels we can find information about
what elements of the ISS interact with the AVI at
all, and on lower levels we find details of the in-
teraction. In some fine points, it is also necessary
to have a look at the OCCAM implementation to
fully understand the detailed functionality. As re-
sult, we can identify the crucial components of the
system that influence the throughput (cf. Fig. 2).
As second step, GSPN models of the main compo-
nents have been developed. For this task, the OC-
CAM and CSP code was used to a great extend. By
identifying events and states of the components, a
GSPN model was build for each component, not
specifying firing times yet.
The timing information results from estimations
and measurements of the OCCAM code, from
hardware prerequisites and some estimations about
software running on the FTC.
As last step, the GSPN models of the components
are joined to one overall GSPN model. When merg-
ing the single components, special attention must
be devoted to processes, that work in parallel by
specification. These processes, specified as paral-
lel, cannot work parallel in reality, where only one
processor is reserved for the AVI. Therefore the
scheduling of processes on the hardware processor
must also be modelled.

2.2 Description of the GSPN Model

The basis of the overall GSPN model was the main
data flow. We have chosen a level of abstraction
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Figure 3: Model for the complete AVI-module
that results in a comprehensible model, that still
allows to deduce properties of the behavior of the
real system. This model contains only that infor-
mation being important for the intended through-
put analysis.
The essential structures that are necessary to con-
struct the GSPN model of the AVI allowing the
desired analysis are: (1) models of single processes
(2) data-flow of messages (3) scheduling of the pro-
cesses (4) triplex-buffering in the hybrid (messages
of the current clock-cycle as well as one cycle be-
fore and after, are kept in the hybrid) (5) behavior
of the hybrid as interface to the ABS (6) message
generation unit as the interface to FML and (7)
rejection of messages
The final GSPN model is shown in fig. 3. shows the
structure and main data flow of the GSPN model
in fig. 3 in an abstracted way, in order to illus-
trate the correspondences between components of
the AVI and the GSPN model. As result, the GSPN
model has been used to understand the influence
of different load patterns on the bus throughput
and to suggest crucial factors for optimal usage of
the bus capacity.

2.3 Conclusions from the Case
Study

The results show that performance analysis even of
complex software is feasible with GSPNs. We have
found applicable methods for the construction of
a GSPN model for a large software system that is
implemented in OCCAM. The advantage of using
a simulation with GSPNs instead of measuring the
actual system is the possibility to obtain data from
points in the model which could not be accessed
within the actual system. This facilitates the search
for weak points of a system.
One difficulty in this study has been the a poste-
riori development of the performance model. Since
neither of the three existing specifications supports
a time concept, a forth model had to be developed.
The timing information had to be extracted man-
ually from several sources, because timing specifi-
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cations and requirements are missing in the initial
specifications.
If the GSPN model is build at the same time with
the specification of the system, performance analy-
sis would be less difficult. Then, the developer also
would be enabled to make a crude analysis of the
system performance during the development of the
software. This would facilitate the improvement of
performance of the system by using insight from
early simulations and by testing different options
for system structure.
If the building of a detailed GSPN model is inte-
grated in the process of software development, then
this detailed GSPN model could be used for dead-
lock analysis as well. The separate derivation of a
CSP model would then be superfluous. A theoret-
ically well-founded concept for hierarchical mod-
elling with time and a user-friendly tool are essen-
tial requirements to benefit from hierarchy in the
specification.
3 A STEP TOWARDS AN INTE-
GRATED METHODOLOGY

In this section, we propose report what features an
integrated methodology should include, and some
aspects, that make this task a grand challenge.
Figure 4 summarizes the approach used in the case
study. As before mentioned, the informal speci-
fication was manually implemented in OCCAM.
From the OCCAM code a CSP specification has
been derived partly automated, for deadlock anal-
ysis. All this information together has been used
to build the GSPN model for performance analy-
sis, together with manually derived timing infor-
mation.
This approach has some obvious disadvantages.
Three costly models have been derived mostly
manually from the original specification. This may
lead to inconsistencies and is a waste of man power.
Furthermore performance analysis may yield some
insights that necessitate modifications in the sys-
tem layout. But at this point of the develop-
ment phase, the back-tracking of changes from
the performance model to the implementation is
very costly, if not impossible. Especially because
modifications usually cannot be made automati-
cally. Non-formal backward changes from the per-
formance model further rise the danger of incon-
sistencies.
In [13] an integrated software development ap-
proach with Petri nets is presented. There an auto-
matic generation of a Petri net model from the data
flow diagram is described for a special kind of data
flow diagram, namely IDEF0 [8]. The applied Petri
net concept are hierarchical colored Petri nets. The
automatically generated Petri net is used in order
to get insight into the system and deduce qualita-
tive properties of the system. Moreover the Petri
net serves as base for the implementation, by re-
fining the Petri net, until the Petri net simulator
fulfills the functionality of the software to be im-
plemented.
Why not use Petri net also as first specification
language instead of IDEF0? (The question raised
by [13] is: why using IDEF0 instead of Petri nets).
The integration of performance evaluation is not
considered in this concept, it is only described that
at the end of the development process the perfor-
mance of the software is measured at the imple-
mented system.
We imagine an approach, that enhances the
methodology presented in [13] by methods for inte-
grated development and analysis of a performance
model.

3.1 Necessary Features

Figure 5 describes a hint towards a methodology
for integrated software engineering, that supports
specification, implementation, qualitative and per-
formance analysis as well. In comparison with the
procedure used in the case study (fig. 4) it is much
more straightforward and efficient. The develop-
ment of the formal model and specification of per-
formance requirements of the software are inte-
grated into the analysis and design phase (A&D)
of the software development process.
Already in the informal specification of the sys-
tem timing estimations and performance require-
ments are defined. At this point, timing informa-
tion about existing components can be exploited.
This might be software, that communicates with
the system to be developed, as well as existing soft-
ware that is to be reused.
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The development of the performance model is in-
tegrated in the formal specification of the system,
changes in either concept result in automatic mod-
ification of the other model. Hierarchy as used in
common informal specification techniques (such as
DFD) should be supported.
The resulting integrated formal specification and
performance model can then be used for both qual-
itative and performance validation. The derivation
of the implemented code from the formal specifi-
cation should be automated as far as possible.

3.1.1 Requirements

In this section we list in detail, what requirements
a modeling and specification concepts must fulfill
in order to be suitable for our vision.
The concept
1. must support software mod-
elling/development.
Elements used in software engineering (such as
data-types, method invocation, etc.) should be
supported.
An important aspect is the possibility of deriving
implemented code out of the specification. This
should be automated as far as possible. Like in
integrated software development environments, at
least the head and input/output data of methods
should be generated, if the automatic building of
the body is not possible.
The generated code then serves as base for fur-
ther refinement/completion of the implementation.
Perhaps use UML as base concept, because it
is the most wide spread formalism used in soft-
ware engineering, and also steps toward integration
of performance evaluation have been undertaken.
([10, 12, 11]) Otherwise, there exist Petri net Tools,
that can produce Java-Code out of a Petri net (Re-
new, J-THOR-Nets), or C++ Code (THOR-Nets).
2. must allow hierarchical modelling
The definition of the software with data flow dia-
grams is made by defining the main processes of
the system and the data flow between these pro-
cesses in the top level diagram. The processes are
refined in further data flow diagrams which can
also be refined.
This top-down approach with stepwise refinement
has proven to be useful for system engineers and
should also be supported by the in our concept.
During the hierarchical development of the infor-
mal specification a formal model should be devel-
oped in parallel to maintain consistency between
formal and informal specification.
3. must have timing concept (determinis-
tic/stochastic)
As crucial requirement for performance analysis of
the software system, the used modeling concept
must support timing specification (such as dura-
tion of procedures), definition of timing require-
ments during the specification phase (e.g. maximal
duration of procedures) and of course offer meth-
ods for performance analysis.
The timing concept must also be hierarchical, in
order to be able to make rough performance esti-
mation at an early phase.
4. must include data types/individual tokens
Individual tokens allow the representation of data-
structures and timing that depends on the object
to be handled. Individual tokens furthermore sim-
plify the automatic code-generation, if data-types
of the destination implementation language can be
used.

3.1.2 Possible Solutions

We consider a graphical execution of the model
as crucial feature, as help for the developer of the
model as well as communication aid between devel-
oper and system engineer. Therefore we examined
a number of Petri nets dialects for their usability
for our purpose.
We examined a number of established Petri net
concepts and their properties with respect to our
requirements (Amongst them GSPN, PNiQ [2],
CPN [6], THORN [5]). The Petri net class fit-
ting closest to our requirements are THOR-nets
[5]. THOR-nets integrate a hierarchy resembling
to method invocation in programming languages.
The enabling of a hierarchical transition invokes
the dynamic generation of a subnet, that is ex-
ecuted and deleted afterwards. Token can be of
C++ type and if it is desired, a C++ code can
be generated, executing the behaviour specified by
the THOR-net. The before-mentioned properties
predistine THOR-nets for modeling of software.
But qualitative analysis methods for UML or high-
level Petri nets are not very well developed, related
to the complexity introduced by object-oriented
data-structures. Related to the proof of correct-



ness of software, finding a solution for less complex
questions still seems very hard.
The integrated system development environment
has to offer some crucial features. Methods for
maintaining consistency between different for-
malisms must be provided. For that purpose, con-
nections between parts of different formalisms have
to be established.
4 CONCLUSION

In this paper, we described an important problem,
inspired by a case study. At the moment, software
engineering and software analysis are done sepa-
rately (if done at all). But the deployment of soft-
ware in more and more places in our everyday-life
necessitates the software to be engineered quickly
in order to contribute to rapidly changing require-
ments, furthermore software must be safe and con-
venient to use (no software crashes, no rebooting
anymore, quick response time) otherwise it will not
be accepted by the users.
Software is usually specified using hierarchically
approaches, which can generate code from the
specification e.g. in UML. The hierarchy can also
be used to deduce other models (for performance
analysis, or deadlock analysis) from a higher level
of abstraction, because analysis of the implemented
software is impossible. Thus abstract models for
performance analysis and qualitative analysis are
necessary, their integrity and consistency with the
original (changing!) specification must be guaran-
teed. Another factor that is to be considered, are
hardware specific preliminaries, which have to be
included into the performance models somehow.
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